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Each year, United Educators (UE) members share their school’s most pressing risks 
in the Top Risks Survey. This report reflects responses from 214 independent and 
charter K-12 schools that completed the survey between May and October 2025. 

Top 10 Risks

1.	 Admissions and Retention

2.	 Public Safety

3.	 Operational Pressures

4.	 Facilities and Deferred 
Maintenance

5.	 Data Security/Cybersecurity

6.	 Student Mental Health

7.	 Accidents (Vehicles)

8.	 Recruitment and Hiring

9.	 Protecting Minors

10.	 Employee Misconduct 

Key insights from the survey responses:

	y The risk landscape is stable. Nine of the top 10 risks  
in 2025 match those in the top 10 of last year’s report.

	y Admissions and Retention has been the top risk 
since 2020-21, likely related to enrollment trends and 
competition. 

	y Three top-10 risks — Public Safety (second), Facilities and 
Deferred Maintenance (fourth), and Accidents (Vehicles) 
(seventh) — saw higher response rates than in 2024, with 
Public Safety rising the most (up six percentage points).

	y Recruitment and Hiring (eighth), a top-four risk since 
2022, fell four spots from the prior report. 

	y Employee Misconduct is 10th in 2025, making the top 10 
for the first time. This risk potentially overlaps with others 
in the top 10.  

	y Student Mental Health remains consistent as a top risk 
since its introduction to the survey in 2022. 

Use the following data to start discussions about your school’s top risks and benchmark against peers. Each topic includes 
links to UE resources, some of which require a member login.

http://www.ue.org
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01.	 Admissions and Retention

53%
Mitigation Efforts: 

	y Consider school-wide strategic enrollment management plan.

	y Review tuition pricing model and financial aid strategy.

	y Reduce admission selectivity. 

	y Expand health and well-being services.

	y Invest in strong belonging and community-building programs.

	y Communicate school’s value proposition.

02.	 Public Safety

34%
Mitigation Efforts:

	y Maintain and regularly update all-hazards emergency operations 
plan.

	y Perform public safety reviews and incident response.

	y Enhance physical security systems and monitoring.

	y Conduct routine, documented, role-specific employee training.

	y Build proactive school safety culture.

	y Implement new campus safety technologies.

UE Resources:
Reputational Risk Toolkit

Parent and Alumni Associations 

Review College Admissions 
Counseling Practices

UE Resources:
Campus Violence Risk Management 
Resource Collection

Targeted Campus Violence: 
Recognize the Warning Signs

Checklist: Physical Security

Checklist: Implementing Student 
Threat Assessment

Tabletop Exercise Library

Checklist: Preventing and Preparing 
for School Shootings

Percentages in this report show the percent of respondents identifying a given risk.  
Because respondents listed five risks, percentages do not total 100%.

Top 10 Risks: K-12

http://www.ue.org
https://www.ue.org/risk-management/reputational-risk-toolkit/
https://www.ue.org/risk-management/enterprise-risk-management/parent-and-alumni-associations/
https://www.ue.org/risk-management/enterprise-risk-management/review-college-admissions-counseling-practices/
https://www.ue.org/risk-management/enterprise-risk-management/review-college-admissions-counseling-practices/
https://www.ue.org/risk-management/collections/campus-violence/
https://www.ue.org/risk-management/collections/campus-violence/
https://www.ue.org/risk-management/online-courses/single-courses/targeted-campus-violence-k12/
https://www.ue.org/risk-management/online-courses/single-courses/targeted-campus-violence-k12/
https://www.ue.org/risk-management/premises-safety/physical-security/
https://www.ue.org/risk-management/premises-safety/student-threat-assessment/
https://www.ue.org/risk-management/premises-safety/student-threat-assessment/
https://www.ue.org/risk-management/the-workplace/crisis-response-testing-resources-tabletop-exercises/
https://www.ue.org/risk-management/premises-safety/checklist-preventing-and-preparing-for-school-shootings/
https://www.ue.org/risk-management/premises-safety/checklist-preventing-and-preparing-for-school-shootings/
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Risk Management Operations Survey Question

Top 10 Risks: K-12

03.	 Operational Pressures

30%
Mitigation Efforts:

	y Review tuition pricing model and financial aid strategy.

	y Adjust procurement practices to reduce costs.

	y Expand auxiliary revenue streams.

	y Reorganize institutional operations.

	y Strengthen operational continuity and crisis response planning.

	y Explore public and private partnerships.

UE Resources:
Identify Barriers to Completing 
Mandatory Employee Training

Manage Faculty Who Resist Disability 
Accommodations Requests

Understand Your Duty to Make 
Technology Accessible

Recent Executive Orders and 
Actions Impacting Education

Recent Federal Agency Actions 
Impacting Education

Checklist: Federal Stop Campus 
Hazing Act

	28% |  I don’t know

	22% |  Staff unavailability, burnout, or turnover

	17% |  Lack of financial resources

	15% |  Institutional silos

	13% | �Lack of data on risks/risk management 

functions

	3% |  �Limited leadership buy-in for risk 

management

	2% |  Insufficient risk management technology

04.	 Facilities and Deferred 
Maintenance 

26%
Mitigation Efforts: 

	y Create comprehensive preventative maintenance program.

	y Conduct regular facilities condition assessments.

	y Implement hazard reporting system. 

	y Renovate buildings for climate adaptation.

	y Launch capital campaign for maintenance and new construction.

	y Establish strong vendor, contractor, and project management controls.

UE Resources:
Slips and Falls Resource Collection

Checklist: A Guide for Reviewing 
Contracts

Playground Safety: Keep Children  
Safe and Protect Your School

Climate Change Requires Reevaluating 
Tree Maintenance Plans

Good Signage = Good Risk Management

Take Care During Campus Repairs  
and Construction

This survey asked the following operations-
related question: “Of the options below,  
what is currently the biggest challenge  
for your institution’s risk management 
operations?” Members’ responses further 
reinforce the financial and budgetary  
pressures K-12 schools face. 

http://www.ue.org
https://www.ue.org/risk-management/the-workplace/identify-barriers-to-completing-mandatory-employee-training
https://www.ue.org/risk-management/the-workplace/identify-barriers-to-completing-mandatory-employee-training
https://www.ue.org/risk-management/nondiscrimination-and-accessibility/manage-faculty-who-resist-disability-accommodations-requests/
https://www.ue.org/risk-management/nondiscrimination-and-accessibility/manage-faculty-who-resist-disability-accommodations-requests/
https://www.ue.org/risk-management/diversity-inclusion-and-accessibility/understand-your-duty-to-make-technology-accessible/
https://www.ue.org/risk-management/diversity-inclusion-and-accessibility/understand-your-duty-to-make-technology-accessible/
https://www.ue.org/risk-management/compliance/recent-executive-orders-impacting-education/
https://www.ue.org/risk-management/compliance/recent-executive-orders-impacting-education/
https://www.ue.org/risk-management/compliance/federal-agency-actions-impacting-education/
https://www.ue.org/risk-management/compliance/federal-agency-actions-impacting-education/
https://www.ue.org/risk-management/compliance/checklist-federal-stop-campus-hazing-act/
https://www.ue.org/risk-management/compliance/checklist-federal-stop-campus-hazing-act/
https://www.ue.org/risk-management/collections/slips-and-falls/
https://www.ue.org/risk-management/enterprise-risk-management/reviewing-contracts/
https://www.ue.org/risk-management/enterprise-risk-management/reviewing-contracts/
https://www.ue.org/risk-management/premises-safety/playground-safety/
https://www.ue.org/risk-management/premises-safety/playground-safety/
https://www.ue.org/risk-management/premises-safety/climate-change-tree-maintenance/
https://www.ue.org/risk-management/premises-safety/climate-change-tree-maintenance/
https://www.ue.org/risk-management/enterprise-risk-management/good-signage-good-risk-management/
https://www.ue.org/risk-management/the-workplace/take-care-during-campus-construction/
https://www.ue.org/risk-management/the-workplace/take-care-during-campus-construction/
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Top 10 Risks: K-12

05.	 Data Security/Cybersecurity

25%
Mitigation Efforts: 

	y Increase compensation to hire and retain cybersecurity staff.

	y Train employees more frequently on data security.

	y Create or update data governance strategy.

	y Strengthen vendor and data privacy governance.

	y Establish robust backup, incident response, and business  
continuity plans.

	y Implement artificial intelligence policy and/or usage guidelines.

06.	 Student Mental Health 

21%
Mitigation Efforts: 

	y Develop strong policies, documentation, and crisis response 
procedures.

	y Assess and improve school’s mental health infrastructure.

	y Strengthen teacher and staff training to support students’  
mental health.

	y Communicate resource availability to students and parents.

	y Hire remote counseling providers to expand capacity.

	y Implement multidisciplinary behavioral threat assessment process.

	y Build strong culture of belonging and inclusion, and a healthy 
school climate.

UE Resources:
Data Security Course Collection

Tabletop Exercise Library

Managing Student Data Privacy: A 
Guide for School Business Officers

Don’t Take the Bait: Defending 
Institutional Data From Phishing

Generative Artificial Intelligence Use 
Policy or Guidelines for Employees

Protecting Student Data Privacy in a 
Remote Learning Environment

Manage Minors During Remote 
Learning 

Are You Prepared for “Smart” 
Glasses? 

UE Resources:
Student Mental Health Resource 
Collection

Suicide Prevention Training

Alcohol and Drug Awareness Course 
Collection for K-12 Schools

Tabletop Exercise Library

ProResponse®

Evaluating Your Mental Health 
Policies: A Series of Checklists

Bullying: Lessons to Combat Cruelty

http://www.ue.org
https://www.ue.org/risk-management/online-courses/collections/data-security-course-collection/
https://www.ue.org/risk-management/the-workplace/crisis-response-testing-resources-tabletop-exercises/
https://www.ue.org/risk-management/compliance/managing-student-data-privacy-guide/
https://www.ue.org/risk-management/compliance/managing-student-data-privacy-guide/
https://www.ue.org/risk-management/enterprise-risk-management/defending-institutional-data-from-phishing/
https://www.ue.org/risk-management/enterprise-risk-management/defending-institutional-data-from-phishing/
https://www.ue.org/risk-management/the-workplace/generative-ai-use-policy-or-guidelines-for-employees/
https://www.ue.org/risk-management/the-workplace/generative-ai-use-policy-or-guidelines-for-employees/
https://www.ue.org/risk-management/enterprise-risk-management/protecting-student-data-privacy-in-a-remote-learning-environment/
https://www.ue.org/risk-management/enterprise-risk-management/protecting-student-data-privacy-in-a-remote-learning-environment/
https://www.ue.org/risk-management/enterprise-risk-management/manage-minors-during-remote-learning/
https://www.ue.org/risk-management/enterprise-risk-management/manage-minors-during-remote-learning/
https://www.ue.org/risk-management/nondiscrimination-and-accessibility/prepare-for-smart-glasses/
https://www.ue.org/risk-management/nondiscrimination-and-accessibility/prepare-for-smart-glasses/
https://www.ue.org/risk-management/collections/student-mental-health/
https://www.ue.org/risk-management/collections/student-mental-health/
https://www.ue.org/risk-management/health-and-well-being/suicide-prevention-training/
https://www.ue.org/risk-management/online-courses/collections/alcohol-and-drug-awareness-course-collection-for-k-12-schools/
https://www.ue.org/risk-management/online-courses/collections/alcohol-and-drug-awareness-course-collection-for-k-12-schools/
https://www.ue.org/risk-management/the-workplace/crisis-response-testing-resources-tabletop-exercises/
https://www.ue.org/working-with-you/for-members/proresponse/
https://www.ue.org/risk-management/health-and-well-being/evaluating-mental-health-policies/
https://www.ue.org/risk-management/health-and-well-being/evaluating-mental-health-policies/
https://www.ue.org/risk-management/health-and-well-being/bullying-lessons-to-combat-cruelty/
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Top 10 Risks: K-12

08.	 Recruitment and Hiring 

19%
Mitigation Efforts: 

	y Standardize recruitment and hiring policies, processes,  
and documentation.

	y Consider incentives such as pay, benefits, and work schedule 
flexibility.

	y Conduct compensation study and act on its findings.

	y Refocus performance evaluations on engagement and  
career growth.

	y Train hiring managers on conducting high-quality interviews  
and evaluations.

	y Build a strong onboarding program and support system for  
new hires.

UE Resources:	
Workforce Management Resource 
Collection

Considerations in Skills-Based Hiring

Using Artificial Intelligence Tools in 
the HR Lifecycle: Risks to Consider

Checklist: Assessing Your Employee 
Performance Evaluation System

Employee Offboarding Guide

Supporting Employee Mental Health 
Issues

Employee Burnout Is a Risk 
Management Issue

07.	 Accidents (Vehicles)

20%
Mitigation Efforts: 

	y Implement rigorous driver safety training.

	y Repeat motor vehicle record checks regularly for all drivers.

	y Require third-party providers to follow extensive safety protocols.

	y Extend risk management practices to golf cart and utility  
vehicle use.

	y Create preventative maintenance schedule for school-owned 
vehicles.

	y Review campus traffic flow and incident investigation practices.

UE Resources:
Transportation Resource Collection

Transportation Safety Course Collection

ProResponse®

Checklist: Safety in Student and 
Employee Transportation

Campus Parking Lots: Common  
But Risky Locations

Create Electric Scooter Policies

http://www.ue.org
https://www.ue.org/risk-management/collections/workforce-management/
https://www.ue.org/risk-management/collections/workforce-management/
https://www.ue.org/risk-management/the-workplace/considerations-in-skills-based-hiring/
https://www.ue.org/risk-management/the-workplace/using-artificial-intelligence-tools-in-hr/
https://www.ue.org/risk-management/the-workplace/using-artificial-intelligence-tools-in-hr/
https://www.ue.org/risk-management/the-workplace/assessing-employee-evaluation-system/
https://www.ue.org/risk-management/the-workplace/assessing-employee-evaluation-system/
https://www.ue.org/risk-management/the-workplace/employee-offboarding-guide/
https://www.ue.org/risk-management/the-workplace/supporting-employee-mental-health-issues/
https://www.ue.org/risk-management/the-workplace/supporting-employee-mental-health-issues/
https://www.ue.org/risk-management/health-and-well-being/employee-burnout-is-a-risk-management-issue/
https://www.ue.org/risk-management/health-and-well-being/employee-burnout-is-a-risk-management-issue/
https://www.ue.org/risk-management/the-workplace/create-clear-faculty-offer-letters
https://www.ue.org/risk-management/collections/transportation/
https://www.ue.org/risk-management/online-courses/collections/transportation-safety-course-collection/
https://www.ue.org/working-with-you/for-members/proresponse/
https://www.ue.org/risk-management/transportation-safety/student-and-employee-transportation-safety/
https://www.ue.org/risk-management/transportation-safety/student-and-employee-transportation-safety/
https://www.ue.org/risk-management/premises-safety/campus-parking-lots-common-but-risky-locations/
https://www.ue.org/risk-management/premises-safety/campus-parking-lots-common-but-risky-locations/
https://www.ue.org/risk-management/transportation-safety/create-electric-scooter-policies/
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09.	 Protecting Minors

17%
Mitigation Efforts: 

	y Ensure child protection policy applies to all adults on campus.

	y Increase mandatory training on policies, protocols, and boundary 
violations.

	y Conduct thorough background checks for people working around 
minors.

	y Establish and publicize reporting channels, including anonymous 
tip lines.

	y Review and strengthen investigation practices and documentation.

	y Train students on sexual misconduct prevention and reporting.

UE Resources:
Youth Protection K-12 Resource 
Collection

Protecting Children Course 
Collection

Checklist: Improving Sexual Abuse 
Prevention and Response Efforts

Reducing Harm to Students From 
Deepfakes

Prioritize Sexual Misconduct 
Prevention in Your School’s Risk 
Planning

Youth Homestay Placements

Responding to Reports of Sex Abuse

Top 10 Risks: K-12

Employee Well-Being Survey Question

In last year’s survey, members identified their institution’s emerging risks. Employee Well-Being ranked the highest. 

This year’s survey asked additional questions about how institutions are addressing Employee Well-Being. 

Members’ responses reinforce the recognition of this risk, with 56% responding that employee well-being is a 
risk that must be mitigated. Notably, although 36% of respondents don’t consider employee well-being a risk that 
needs mitigating, they are already making substantial efforts to support employees’ well-being.

Members report stability in this risk — 57% see no change and 26% see declining significance. Despite broad 
awareness, only one in six institutions considers employee well-being a top-tier concern.

Based on the responses, a strong consensus exists regarding the impact of employee well-being in other areas of 
the school. Members also identified turnover and poor performance as the top areas of potential liability related 
to employee well-being. Schools described the ripple effects of low employee well-being on student success,  
safety, and supervision. 

http://www.ue.org
https://www.ue.org/risk-management/collections/youth-protection-k12/
https://www.ue.org/risk-management/collections/youth-protection-k12/
https://www.ue.org/risk-management/online-courses/collections/protecting-children-k12/
https://www.ue.org/risk-management/online-courses/collections/protecting-children-k12/
https://www.ue.org/risk-management/sexual-assault-and-misconduct/checklist-improving-sexual-abuse-prevention-and-response-efforts/
https://www.ue.org/risk-management/sexual-assault-and-misconduct/checklist-improving-sexual-abuse-prevention-and-response-efforts/
https://www.ue.org/risk-management/sexual-assault-and-misconduct/reducing-harm-from-deepfakes/
https://www.ue.org/risk-management/sexual-assault-and-misconduct/reducing-harm-from-deepfakes/
https://www.ue.org/risk-management/sexual-assault-and-misconduct/prioritize-sexual-misconduct-prevention-in-your-schools-risk-planning/
https://www.ue.org/risk-management/sexual-assault-and-misconduct/prioritize-sexual-misconduct-prevention-in-your-schools-risk-planning/
https://www.ue.org/risk-management/sexual-assault-and-misconduct/prioritize-sexual-misconduct-prevention-in-your-schools-risk-planning/
https://www.ue.org/risk-management/sexual-assault-and-misconduct/youth-homestay-placements/
https://www.ue.org/risk-management/sexual-assault-and-misconduct/responding-to-reports-of-sex-abuse/


Ranking Changes Over Five Years

Rank Current Top Risks Rank in 2024 Rank in 2023 Rank in 2022 Rank in 2020-21

1 Admissions and Retention 1 1 1 1

2 Public Safety 5 7 7T 9

3 Operational Pressures 3 3 3 5

4
Facilities and Deferred 
Maintenance

6 5T 10 4

5 Data Security/Cybersecurity 2 4 4 3

6 Student Mental Health 7 5T 7T New in 2022

7 Accidents (Vehicles) 10 13T 12 Not ranked

8 Recruitment and Hiring 4 2 2 12

9 Protecting Minors 8T 13T 5 6

10 Employee Misconduct Not ranked Not ranked Not ranked Not ranked

T- ranking tie

United Educators (UE) is a member-owned insurance company. We are committed to providing the coverage and tools needed to confidently operate your campus while 
managing education-specific risks. We have devoted ourselves to education alone since our founding in 1987 and continue to find new ways to meet your insurance coverage 
needs, manage risk, and efficiently resolve claims.

The material appearing in this publication is presented for informational purposes. It should not be considered legal or coverage advice or used as such. For legal advice, 
contact your legal counsel. For coverage-related questions, contact your broker. Copyright © 2026 by United Educators Insurance, a Reciprocal Risk Retention Group. 

All rights reserved. Permission to share or use this document beyond UE membership must be obtained from United Educators.. UE-113433  1/26

To learn more, please visit www.ue.org.

10.	 Employee Misconduct

14%
Mitigation Efforts: 

	y Conduct comprehensive background and reference checks.

	y Maintain updated employee handbook or code of conduct.

	y Conduct regular supervisory training on boundaries, reporting 
duties, and harassment and discrimination prevention.

	y Expand mental health services to employees.

UE Resources:
Workforce Management Resource 
Collection

How to Implement Employee 
Harassment Prevention Training

Properly Documenting Employee 
Disciplinary Actions

Address Workplace Bullying

Identify Barriers to Completing 
Mandatory Employee Training

Background Check Fundamentals

Top 10 Risks: K-12

http://www.ue.org
https://www.ue.org/risk-management/collections/workforce-management/
https://www.ue.org/risk-management/collections/workforce-management/
https://www.ue.org/risk-management/the-workplace/how-to-implement-employee-harassment-prevention-training/
https://www.ue.org/risk-management/the-workplace/how-to-implement-employee-harassment-prevention-training/
https://www.ue.org/risk-management/the-workplace/properly-documenting-employee-disciplinary-actions/
https://www.ue.org/risk-management/the-workplace/properly-documenting-employee-disciplinary-actions/
https://www.ue.org/risk-management/nondiscrimination-and-accessibility/address-workplace-bullying/
https://www.ue.org/risk-management/the-workplace/identify-barriers-to-completing-mandatory-employee-training/
https://www.ue.org/risk-management/the-workplace/identify-barriers-to-completing-mandatory-employee-training/
https://www.ue.org/risk-management/the-workplace/background-check-fundamentals/

